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. / t or t us. pl  Chi na 
Loadi ng GeoI P dat abase. . .  I P dat a l oaded,  374 r anges f ounds f or  
Chi na 
Readi ng cached- di r ect or y. . .  Di r ect or y l oaded,  616 Oni on Rout er s 
act i ve 
 
- -  Anal yzi ng dat a - -  
f r l and ( 222. 84. 10. 88)  i s  i n Chi na 
        publ i shed 2006- 03- 07 13: 23: 10,  upt i me 839 
andr ewgao ( 218. 57. 89. 121)  i s  i n Chi na 
        publ i shed 2006- 03- 06 14: 55: 50,  upt i me 7206 
f l y i ngboy ( 166. 111. 249. 39)  i s  i n Chi na 
        publ i shed 2006- 03- 07 12: 51: 01,  upt i me 105671 
gt j aet  ( 218. 93. 16. 18)  i s  i n Chi na 
        publ i shed 2006- 03- 07 13: 49: 46,  upt i me 108090 
f gsi nt er net  ( 211. 94. 188. 225)  i s  i n Chi na 
        publ i shed 2006- 03- 07 11: 02: 14,  upt i me 1663505 
di st r o ( 61. 242. 102. 18)  i s  i n Chi na 
        publ i shed 2006- 03- 07 10: 38: 43,  upt i me 3525681 
 
 
. / t or t us. pl  Denmar k 
Loadi ng GeoI P dat abase. . .  I P dat a l oaded,  722 r anges f ounds f or  
Denmar k 
Readi ng cached- di r ect or y. . .  Di r ect or y l oaded,  616 Oni on Rout er s 
act i ve 
 
- -  Anal yzi ng dat a - -  
mel l emoest en ( 82. 143. 198. 125)  i s  i n Denmar k 
        publ i shed 2006- 03- 06 21: 46: 23,  upt i me 1350 
maer skdat acph ( 80. 165. 19. 109)  i s  i n Denmar k 
        publ i shed 2006- 03- 07 13: 02: 04,  upt i me 1406 
gl obal host  ( 84. 238. 15. 6)  i s  i n Denmar k 
        publ i shed 2006- 03- 07 05: 46: 42,  upt i me 428757 
bi t emyshi nymet al ass ( 217. 30. 80. 251)  i s  i n Denmar k 
        publ i shed 2006- 03- 07 02: 27: 14,  upt i me 211712 
 
 
. / t or t us. pl  ' Czech Republ i c '  
Loadi ng GeoI P dat abase. . .  I P dat a l oaded,  364 r anges f ounds f or  
Czech Republ i c  
Readi ng cached- di r ect or y. . .  Di r ect or y l oaded,  616 Oni on Rout er s 
act i ve 
 
- -  Anal yzi ng dat a - -  
i r aq ( 81. 0. 225. 179)  i s  i n Czech Republ i c  
        publ i shed 2006- 03- 07 11: 27: 34,  upt i me 854 
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# Tor  exi t - r out er  t o GeoI P l ocat i on mapper ,  
# wr i t t en by Andr ew Chr i st ensen,  anc@f or t consul t . net  
 
use st r i c t ;  
 
unl ess( def i ned( $ARGV[ 0] ) ) { di e( " Usage:  $0 count r yname\ n" ) ; }  
my $cn = $ARGV[ 0] ;  
 
# assume t hat  Tor  cached- di r ect or y i s  her e,  r at her  t han pul l i ng i t  
l i ve 
# ~/ . t or / cached- di r ect or y 
my $di r cache = $ENV{ ' HOME' }  .  " / . t or / cached- di r ect or y" ;  
unl ess( - r  $di r cache) {  
  di e( " Unabl e t o open Tor  cached- di r ect or y at  $di r cache\ n" ) ;  
}  
 
pr i nt  " Loadi ng GeoI P dat abase. . .  " ;  
open( my $GEOI P, " <GeoI PCount r yWhoi s. csv" )  
or  di e( " Unabl e t o l oad GeoI PCount r yWhoi s. csv\ n" ) ;  
 
# exampl e l i ne f r om dat abase:  
# 
" 221. 97. 210. 0" , " 221. 97. 210. 255" , " 3714175488" , " 3714175743" , " DK" , " Denmar
k"  
 
# %i pdat a cont ai ns r ecor ds i n f or mat :  
# $i pdat a{ l owDeci mal I p}  = $hi ghDeci mal I p;  
my %i pdat a;  
 
whi l e( my $dbl i ne = <$GEOI P>) {  
  unl ess( $dbl i ne =~ m/ " $cn" $/ i ) { next ; }  
  my @dbr ecor ds = spl i t ( / , / ,  $dbl i ne) ;  
  my $l owi p = $dbr ecor ds[ 2] ;  
  my $hi ghi p = $dbr ecor ds[ 3] ;  
 
  $l owi p =~ s/ [ ^0- 9] / / g;         # st r i p non- numer i c char act er s 
  $hi ghi p =~ s/ [ ^0- 9] / / g;  
 
  $i pdat a{ $l owi p}  = $hi ghi p;  
}  
c l ose( $GEOI P) ;  
 
pr i nt  " I P dat a l oaded,  "  .  keys( %i pdat a)  .  "  r anges f ounds f or  $cn\ n" ;  
 
pr i nt  " Readi ng cached- di r ect or y. . .  " ;  
open( my $DI R, " <$di r cache" )  or  di e( " Can' t  open( )  di r cache\ n" ) ;  
my %r out er s;  
my %r out er t i me;  
my $l ast r out er ;  
my $l ast i p;  
# i nt er est i ng l i nes l ook l i ke:  
# r out er  vf gbj k56o0789 83. 171. 145. 235 9001 0 0 
whi l e( my $di r l i ne = <$DI R>) {  
 
  i f ( def i ned( $l ast r out er )  and l engt h( $l ast r out er ) ) {  
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    i f ( $di r l i ne =~ m/ ^publ i shed / ) {  
      $di r l i ne =~ s/ [ \ r \ n] / / g;  
      $r out er t i me{ $l ast r out er }  = $di r l i ne;  
      next ;  
    }  
 
    i f ( $di r l i ne =~ m/ ^upt i me / ) {  
      $di r l i ne =~ s/ [ \ r \ n] / / g;  
      $r out er t i me{ $l ast r out er }  . = " ,  "  .  $di r l i ne;  
      next ;  
    }  
  }  
 
  unl ess( $di r l i ne =~ m/ ^ r out er  / ) { next ; }  
  my @cacher ecor d = spl i t ( /  / ,  $di r l i ne) ;  
  $l ast r out er  = $cacher ecor d[ 1] ;  
  $l ast i p = $cacher ecor d[ 2] ;  
  $r out er s{ $l ast r out er }  = $l ast i p;  
}  
c l ose( $DI R) ;  
 
pr i nt  " Di r ect or y l oaded,  "  .  keys( %r out er s)  .  "  Oni on Rout er s 
act i ve\ n" ;  
 
pr i nt  " \ n- -  Anal yzi ng dat a - - \ n" ;  
 
f or each my $or name ( keys( %r out er s) ) {  
  my $or i p = $r out er s{ $or name} ;  
  f or each my $l owi p ( keys( %i pdat a) ) {  
    i f (  ( &i pt odec( $or i p)  >= $l owi p)  and ( &i pt odec( $or i p)  <= 
$i pdat a{ $l owi p} ) ) {  
      pr i nt  " $or name ( "  .  $r out er s{ $or name}  .  " )  i s  i n $cn\ n" ;  
      pr i nt  " \ t "  .  $r out er t i me{ $or name}  .  " \ n" ;  
      got o HI TFOUND;  
    }  
  }  
  HI TFOUND:  
}  
 
######################## 
# SUBS                 # 
######################## 
 
sub i pt odec {  
  my $i p = $_[ 0] ;  
  my @oct et s = spl i t ( / \ . / , $i p) ;  
  my $deci p = ( $oct et s[ 0]  *  256 *  256 *  256)  + ( $oct et s[ 1]  *  256 *  
256)  + ( $oct et s[ 2]  *  256)  + $oct et s[ 3] ;  
}  
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 keySt r i ng = “ I ’ ve got  you now…”  
 
 st ar t Del ayLoop:  
 
   f or  each l et t er  of  key:  
 
     al l owNumber Of Byt esToSend(  ( asci i _val ue( l et t er )  x 100)  byt es)  
     mi l l i secondsToWai t (  asci i _val ue( l et t er )  x 5)  
   
   al l owToSendNor mal l y( 100 k i l obyt es)  
   r epeat … 
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