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Copyright and Disclaimer

The information in this advisory is Copyright 2010 FortConsult A/S. It is provided so that our
customers and others understand the risk they may be facing by running affected software on their
systems.
In case you wish to copy information from this advisory, you must either copy all of it or refer to this
document (including our URL).
No guarantee is provided for the accuracy of this information, or damage you may cause your
systems in testing.

The Security Research Team

This advisory has been discovered by FortConsult’s Security Research Team/Roel Schouten
FortConsult is a specialist in technical services within the field of IT security. We are vulnerability
experts that help business enterprises to protect themselves against the numerous security threats
that exist today – both as impartial consultants and with responsibility for specific tasks. Our primary
services are security tests and practically-oriented security consultancy.
For more information: www.fortconsult.net.



Issue History

This document has been updated to the present version as information has been received from 
various external sources.

November 20th 2009: Issue discovered by Roel Schouten
November 23rd 2009: Vendor notified
December 20th 2009: Vendor created a patch
January 22nd 2010: Advisory publicly released
February 16th 2010: SQL injection removed

Issue Description

Basically all parameters in Million Handshake's web frontend are vulnerable to Cross-Site Scripting 
(XSS).

The vulnerability is caused by the fact that there is no input validation performed on user data 
passed to the application.

Issue Impact

XSS allows attackers to execute scripts in the victim's browser which can hijack user sessions, 
deface web sites, possibly introduce worms, etc. 

Affected Components

The used parameters in the following components in version 4.6.1.22 have been found vulnerable:
/mhcwa/default.aspx
/mhcwa/defaultan.aspx
/mhcwa/login.aspx
/mhcwa/webresource.axd
/mhcwa/msg/msg.aspx

Other components and/or versions might be vulnerable too.

Exploit

The issue can be triggered by using the following proof of concept (other pages and parameters 
can be used too):

http://xxxx/MHCwa/DefaultAn.aspx?LayoutID=<script>alert('XSS')</script>

This will cause a JavaScript alert to pop-up proving that XSS is possible.

Mitigation

See: http://www.owasp.org/index.php/Top_10_2007-A1#Protection

http://www.owasp.org/index.php/Top_10_2007-A1#Protection


CVE-reference

Will be applied for when vendor has released a fix.

CVSS Base Score

FortConsult has used the online CVSS calculator found at http://nvd.nist.gov/cvss.cfm?
calculator&version=2 to calculate these scores.

BASE SCORE: 4.3

Metrics:

Access Vector: Network

Access Complexity: Medium

Authentication: None

Confidentiality Impact: None

Integrity Impact: Partial

Availability Impact: None


