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Proven Security™

McAfee Foundstone Enterprise

Proven, priority-based vulnerability management

Your organization faces a deluge of information
about threats and vulnerabilities—the sheer volume
of data makes it nearly impossible to determine
which threats are critical and which are less relevant.
Without an effective, priority-based risk management
system, your organization will always be at risk.

McAfee® Foundstone® Enterprise is a vulnerability
management solution that enables you to mitigate risk by
carefully balancing asset value, vulnerability severity, and
threat criticality. Your organization can then direct valuable
IT resources where they will have the greatest return,
thereby improving your overall security posture.

Key benefits

Priority-based approach to vulnerability
management

There are many potential exploits that threaten your
organization’s security. Maximize your scarce resources by
focusing on the most critical assets and those vulnerabilities
and threats that create the highest risk.

- Asset criticality labeling, pioneering security metrics,
and other intuitive reporting features help measure your
risk posture and communicate improvements based on
objective decision-making processes

- Respond when and where it matters most, managing
or eliminating threats before they affect business
availability

- Instantly understand how new vulnerabilities or
breaking threats affect existing risk mitigation priorities

- Replace the inefficient, time-consuming processes and
stand-alone products that your organization uses to
manage vulnerabilities with a single closed-loop system,
giving your IT staff time back in their day

- Install the zero-maintenance FS850 remote scan engine
appliance in seconds with no local IT expertise, freeing
up IT staff to focus on eliminating risk

Take control of the vulnerability
management life cycle

Foundstone Enterprise is a complete, appliance-based,
plug-and-play solution for vulnerability management and
risk mitigation. It automates, integrates, and simplifies the
existing processes your organization already uses to reduce
the risk of vulnerabilities. Foundstone Enterprise enables
you to take immediate control of the entire vulnerability
management life cycle:

- Discover and prioritize assets

- Pinpoint vulnerabilities

- Proactively address critical threats

- Conduct asset-based remediation management

- Measure and report compliance
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Establish process, standards, and guidelines
INVENTORY
Discover all assets across the network
PRIORITIZE

Assign business value to assets

VULNERABILITIES

Determine vulnerabilities on assets

PRIORITIZE

[J THREATS
View potential threats
DIGITAL ASSETS

Stop intrusions in real time

f] REMEDIATION

Proactively fix vulnerabilities

F MEASURE

Measure impact of security decisions and actions

@ COMPLIANCE

Review for policy compliance

Foundstone Enterprise’s priority-based approach
gives you complete control over the vulnerability
management life cycle.
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Measure and manage threat mitigation

Foundstone’s embedded security expertise and threat
management tools reduce the reliance on in-house expertise,
giving you the ability to quickly assess your security posture,
benchmark business units or regions, and track the progress
of implemented security policies and programs.

- Understand the risk to system and network resources
with easy-to-understand metrics: FoundScore,
MyFoundScore, and Risk Score

- Templates measure regulatory compliance with
government or industry regulations, including BS7799,
FISMA, HIPAA, and PCI

- Scales to Class A network

- Closed-loop remediation workflow system automatically
opens and assigns tickets upon discovery of new
vulnerabilities, and automatically verifies and closes
them upon remediation

- Flexible user account system and granular role-based
access policies give you the freedom you need to
effectively manage any size organization

- Unmatched threat visibility delivers regular, in-
depth discovery and analysis of the full spectrum of
vulnerabilities and misconfigurations on all devices
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Threat Compliance View gives you up-to-the-minute
alerts on breaking threats and measures compliance by
threat, business unit, and platform.

Foundstone FS850

Remotely managed, zero-maintenance
scan engine

Dual Intel XEON Pentium 4,
2.8 GHz processors

2GB ECC DDR-2 SDRAM
73 GB 10,000 RPM SCSIHDD

Four 10/100/1000 Mb/s auto-sensing
Ethernet interfaces

Foundstone FS1000
® Scan engine, database, and manager

* Dual Intel XEON Pentium 4
2.8 GHz processors

* 2 GBof RAM
* 143 GB fault-tolerant SCSI HDD

e Dual 10/100/1000 Mb/s auto-sensing
Ethernet interfaces

Secure, hardened appliances

McAfee Foundstone offers enterprise-class scalability in
secure, cost-effective appliances. They deliver unmatched
protection and performance with minimal effort.
Foundstone Update Service automatically applies the latest
application updates (including MS-SQL) and OS patches,
eliminating the need for end-user maintenance.

The Foundstone FS850 appliance is a totally automated,
zero-maintenance, remotely managed scan engine, fully
managed by the FS1000 appliance. The FS850’s simple three-
step installation process and remote management makes it
an ideal choice for large enterprises and service providers.

The Foundstone FS1000 appliance is a secure, high-
performance system that can be installed and fully
operational within minutes. It is the most complete,
accurate, and scalable vulnerability management appliance
on the market today.

System requirements

Web browser: IE 6.0 or later

McAfee customer care

For your business to thrive, your network and systems must
stay secure. If it is your charter to maximize protection,
minimize downtime, and solve security problems quickly,
McAfee’s industry-leading software and hardware technical
support programs are for you.

McAfee Gold Support gives you rapid access to our
experienced and highly skilled IT security support

staff around-the-clock. McAfee Platinum Support is for
customers who value personalized 24/7 proactive support
from an assigned certified Technical Account Manager.
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